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Motivation

Complex systems generating real-time data are everywhere.
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Motivation

A change-point detection may have different interpretations.
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Previous work

Classical change-point detection frameworks [Aminikhanghahi and Cook, 2016]
Classification according to the way data becomes availble:
> Offline detection: [Truong et al., 2020]

» Online detection: [Tartakovsky et al., 2014, Xie et al., 2021]
Detection in sensor networks

Goal: How to efficiently send information from local sensors to a fusion
center aiming to spot a global change-point?
@ Online decentralized and synchronous detection:

[Veeravalli, 2001, Tartakovsky and Veeravalli, 2002]
[Mei, 2005, Tartakovsky and Veeravalli, 2008]

® Online decentralized with delay between sensors:

[Hadjiliadis et al., 2009, MEI, 2010, Raghavan and Veeravalli, 2010]
All works based on parametric techniques! -
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Network of sensors

Setting: IV data streams, let z,; be
the observation at stream v at time . Goal: How to efficiently send local

Problem: At a timestamp 7, the information to a fusion center and
distribution associated with the detect 77
streams observed at nodes belonging R
to a set C, changes: L PN HEED [ R
T : ° e o
t<T Lot ~ Pv; T ~>Fusion center
t>1+ A, Tyt ~ Qo
. . o PY [ [ ()
where p, # ¢, if v € C, otherwise e _
Puv = @y. Py and g, are in most cases
known parametric pdfs.
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Recent work

Setting: N synchronous data
streams, each generated by a node of Goal: Identify 7 and C.
agraph G. =, € R% is the

observation at node v at time ¢.

Ay e Frrp IR caprih bl
At o AHaApae PN bt M

Problem: How to integrate the a

priori information provided by G into
the detection task?
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Recent work

[Zou and Veeravalli, 2018, Zou et al., 2019]

> Online centralized detection with delays.

[de la Concha Duarte et al., 2021]

> Do, q9, 0 € Fo, where Fg is a known parametric family.
> The change-point will propagate along the edges of G.

> Offline centralized detection with synchronicity.

> Change in the mean of a multivariate Gaussian distribution.
> The covariance between observations is explained mainly by G.
=] = = (PN G4



Recent work

[Ferrari and Richard, 2020]

> Online decentralized detection with synchronicity

> Non-parametric approach based on likelihood-ratio estimation
* G has clusters and one of them will be affected
(OCKGD) [de la Concha et al., 2022, 2023]

Online Centralized Kernel- and Graph-based change-point detection

> Online centralized change-point detection with synchronicity
> Non-parametric based on likelihood-ratio estimation
> Smoothness of likelihood-ratio estimates
=] = = E E DA™
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Likelihood-ratio

Definition

Consider a feature space X C R™ and two probability distributions P and @
(Q < P) such that they admit density functions p(z) and ¢(x) with respect

to dx, then the likelihood-ratio r(z) = qug reX.

Relative likelihood-ratio
For a € (0, 1]

o) - alz) (=)

- a)p(0) + ag@) ~ p°(@) =

Q\H

Basic tool in change-point detection: Schewart Chart, CUSUM,

Shriryaev-Robets Procedure, GLR [Tartakovsky et al., 2014].
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f-divergence

Definition
A f-divergence (¢-divergence) is a similarity measure between two

probability distributions that are described by the p and ¢, over the input
space X C R%:

Dy(p, q) —/ ) Aq(z)/p(z))dz,  forz € X,

where f : R — R is a convex and semi-continuous real function such that
f(l) = () [Csiszar, 1967].

» ¢(z) = —log(x) Kullback-Leibler's Divergence [Kullback, 1959].
(Optimality results in online change-point detection)
> ¢

(x) = (2= 1) , we identify the Pearson's Divergence [Pearson, 1000).
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Reproducing Kernel Hilbert Space

Definition

Reproducing Kernel Hilbert Space (RKHS) H containing functions
f: X = R. The space is equipped with the inner product

(-, )m : H x H — R, which is reproduced by a symmetric and positive
semi-definite kernel function K(-,-) : X x X — R, that satisfies:

o (K(,2), ) = f(z), for any f € H;
e H = span({K(x,-): Vx € X'}), where span
refers to all the linear combinations of K (x,-).

= = DA
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Graph-related concepts

» G = (V,E,W) a positive weighted and undirected graph:
V set of vertices, E set of edges, W € RY*Y adjacency matrix.

> Wy, reflects the strenght of the relationship between nodes u,v € V.
> Combinatorial Laplacian of G: £ = diag((dy)vev) — W.

Definition

Given a set of vectors associated with each node v € V 64, ...,0y, 6, € RE

and the concatenation of parameters © = (61, ...,0x). The smoothnes of ©
is defined by:

SO)=0"(LL)O= Y Wuullbu— 6. (1)

u,veV
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Our setting

Working hypotheses

> N synchronous data streams,
each generated by a node of a
connected graph G.

> 2.+ € R? be the observation at

node v at time ¢. All from the
D

same input space z,; € X Rk
Vv € V,t € N. Observations are
independent in time.

> The vector of the relative likelihood-ratios
r(X) = (r$(),...,r%(x)) € RV
is a smooth signal over G.

Sy g PP peapryiihiol
AN by TR L e
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General idea

OCKG

The proposed algorithm is mainly based on three components:

@ Estimation: Non-parametric estimation of the vector of relative
likelihood-ratios r*¢(-) = (r*14(-),...,7*n+(+)) as observations arrive
and a global-level score S; for all the system.

@® Detection: Use the estimators to produce node-level scores {S, ;}yev

© Identification: Use the node-level scores {S, ;},cy to identify C.
=] = = E E DA™



Estimation

Machine Learning and change-point detection

Likelihood-ratio estimation

> Given two sets of observations 1, ..., x, ~ p(-) and 2}, ...,z ~ q(-)

> r(-) is the solution of an optimization problem defined in terms of a
functional space H (RKHS) [Nguyen et al., 2008, Sugiyama et al., 2012]

()
1

\“/ﬁ ’

DA
18/48




Estimation

Theoretical justification

Lemma

For any class of functions F mapping from X to R, we have the lower
bound for the ¢-divergence:

Dy(p,q) > sup / [/ (@)a(@)dz — ¢ (f (@))p(x)].

feF

Equality holds if and only if the subdifferential 8¢(;%) contains an element
of F, where ¢* is the conjugate dual function of ¢,
ie. (;5* (U) = SUDycRr [uv — gb(u)] [Nguyen et al., 2008]

Pearson-Divergence ¢(x) = (@1)” 1) and ' = ]HI

2 xX
min pey ffé )p(m)dzzrfff z)dr = [ (@)—r(@)” %(:L’ L




Estimation

Likelihood-ratio estimation on graphs

Framework

> |nfer the node-level

relative likelihood-ratios
TO‘(~) — ()
v (1=a)py (1) +agu(-)

> Non-parametric estimation based
on a kernel function
K(): X x X — R" to avoid
making hypotheses on the nature

of ¢,(-) and p, () Lb‘/

> Capitalize over the information e

provided apriori b_y the graph: Figure: We aim to estimate the set of functions
H?”u — TvHH < e if Wy 7& 0 {r&(-)}vev by exploiting G = (V, E, W).

(0)
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Estimation

Multitasking formulation

By the reproduction property of H, for each v € V, f, takes the form:
Cost-function

L
fol@) = 3 0K (2, 2)
=1

X 1
mim —
©cRNL N

Z IEpg‘ (z) [(TID)‘(
veV

Pearson-Divergence based node-level

@) = fo(x))?]
2

graph-level regularization term

Ay
3 > 160?
vEV
+5ZW (160 — 641
2 uv u v .
u,veEV
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Estimation

Optimization problem

Sliding windows: At each time ¢ we

compare two time-adjacent samples of size n:
Kot = [Tot—ns Ty p—(n-1)s - Tv,t]
Xot4n = [To,t41, To,t42,
Useful quantities
¢(x)

Tot Tyl
.y mv,t-ﬁ-n]

Xy trnt1

_______ C g T
e Dt Tygengl

n

TITE
Tugin-1
@) O)((DO"'O O o D'T'D 0O
o
(K(xv $1),...,K($, 'TL))
1
Hyt = — Z (j)(x)d)(a:)—r, H{;,t
TEXy, ¢

Xv,H—l

1

1
—L Y s M=l Y e
TEXy t4n TEXy t4n
o (=) = E DAy



Estimation

Practical implementation

Penalized cost function

Pearson-divergence node-level

node-level regularization term

1 04 Hy 10y 04 H 400 / Ay 2
min 1—a)Y o + 2 — h, .0 + — [
GGRNLNX(( ) TSl

v,t7v
veV 2 2

veV
graph-level regularization term

A o’ (A6
+7 % Wullfu—0u)? = mip —t— —e

© by
u,vEV ©erNL 2

Question: How to estimate the parameters O; online?

> Optimization procedure that can take advantage of the previous
estimate ©;_1 and scales nicely with the number of nodes.

> Dictionary building strategy to integrate new observations.

> Hyperparameters selection strategy: Kernel parameter o2, penalization
constants A,y > 0.

o =) = = £ DA
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Estimation

Cyclic Block Coordinate Gradient Descent (CBCGD)

[Li et al., 2018] Suppose that for a dictionary D of size L > 2 and the update with respect to the node parameter 6,, at
the i-th cycle is computed by:

component depending on node v

o) _ Mt aGi—1) 1 (1= a)Hy,; + aH, 9(7—1) Yt
VT et Ay Ot Doyt + Ay N N
component depending on the graph
A(i—1
— ST = S W (0010w + 657 1,5,)
Nu,t + Ay e @)

Then, if we fix the learning rate for node v at my,+ = €max (( =a) Hy ¢ * 55 L& H' o+ + Ady ]IL) then the required number
of interactions to achieve accuracy level € > 0:

o [P 2 + 16M2 1og2(3NL) o (@(@5‘”) - @(@;‘))
e Ay (Mmin + A7) ® €

N
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Estimation

Dictionary building strategy

Question: How to integrate new elements into the dictionary?

Coherence: Measures the linear dependencies between elements of a
dictionary:

= Imax
. 141

<K(xl7 ')’ K(xl'w»H‘ - Igéaﬁ( |K(ml7‘rl’)| .

Algorithm: Dictionary update

1 Incomming observation x; 14n—1
2 if maxjeqy, . ry K(%o 1, Tot4n—1) < po then
3 Add x, 141 to the dictionary D

4 if the maximum dictionary size is reached, delete the datapoint with
the highest coherence

=) = = = T 9ac
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Estimation

Hyperpara meter selection

Question: How to chose the Kernel parameters o and the penalization
terms A,y > 07

Cross-validation based on the score:

R
. 1
—— (r)
lo ) =5 ;e (©)
where R is the number of splits:
) ol Hv wstly 00 Hlpoubs

o (@ ’Ya N Z +a 2 - hv teste

veV

0¥, \*,y* = argmin,, , ., o, M)

o = = = DA
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Detection

Pearson-Divergence estimation

(-

PEy(py, qv) = 15 (2) —

D@~ o)~
HT ) AT 177§
X X)) = _((1 oyl tlule O Tl h;év) -
2 2 2
A 1
= 751)(011) - 5

® O; minimizes N(Zvev Ev’t(ev’t)> + 20/ ([£L++In] ®1L) O,
© PFE is NOT symmetric!!l

o = = DAy
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Detection

Detection

Question: When do we raise a global alarm?

> Estimate 0, ; using X, ; and X, 11, and  Node-level scores
viceversa 6, ; with X, 44, and &, ;.

G IO PO i

prevew o

» For each node estimate the quantities
PE, (X1, Xy 4n) and — L
PES(Xv,t—i—n; ) e — I

> Node-level score: s, = Global-level score
(PE:(A%J,A%¢+n)*—PES(A%¢+nvﬁ%¢)>+

> Global-level score: Sy =" oy Suy. If :| MWW“/[\JW\JW

St > n raise an alarm.

o = = = T 9ac
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Identification

Identification

Question: How to identify the nodes in C' 7 Select the nodes such that
Sv,t Z -

Question: How to find the parameter 7,7

Potential solution: Permutation test de la Concha et al. [2022]
Select 7, such that P(S, > n,|No change-point) < «.

o = = = DA
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Identification

Summary

Algorithm: The OCKG detector

6 =8 =1Ln

1

2 M Online estimation and detection

3 fort € {n,...,} do

4 forv € {1,...,N} do

5 Observe @, ¢4 —1 and update the sliding windows X, Xy, (Eq.22)

6 [J Dictionary update

7 if maxle{l,_“,Ll}k(wv,laxu,t+n—1) < po then

8 Add @ ¢4 —1 to the dictionary Dy if the maximum dictionary size is reached, delete the datapoint

with the highest coherence

9 [0 Parameters update

10 Define 9, = [th_l, d1], (dy is the number of new elements added to the dictionary) Initialize 91)0271 =Yy
1 Fix X = X and X' = X4,

12 forv € {1,..., N} do

13 Compute the quantities Hy, Hl’), h;).

1—a)Hy +aH!

" Fix Yot = emax <W + )\dv][Ll>
15 while HC:)?) — Cz)ii_l)“ > e do
16 forv € {1,...,N} do

w | Update 3§ via cBCGD

o = = E E DA
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Identification

1 fort € {n,...,} do

2 forv e {1,...,N} do
3 I_ Estimate PE (X, X))
4 Fix X = X;4,, and X/ = X,

5 Repeat previous steps to compute ét and PhEﬁ(X{),t, Xy t)

6 O Online detection and ldentification

7 Compute the node scores S,, + Compute the global score Sy = Enev Su,t
8

9

if S¢ > n then
A change-point is detected at 7 = ¢

10 if Sy, ¢t > ny then
1 | AddwvtoC
12 Return 7 and C

o = = E = 9acn
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Algorithms

Nougat [Ferrari and Richard, 2020]:
@ Update the quantity g, +(-) = 7 ¢(-) — 1 (7y,+ unreguralized
likelihood-ratio via a SGD step.
® Compute log-likelihood-ratio independently for each node:
lot(Tot) = log(gut—1(Tv,t) + 1).

Fourier Scan Statistic [Sharpnack et al., 2016]).
Pool:

© Integrate the graph information via a graph filter I, = L(l;) (L: Graph
@ Node level score: S, ; =

~

Ly

~

il .
OCKGD with W = 0 (no-connections), equivalent to RULSIF [Liu et al., 2013],

o = = E = 9acn
33/48

2
, Global level score: S; =




Experiment |.A

Case I. Changes in node clusters
Stochastic Block Model with 4 Time-series with change-point

clusters, C1,...,C4, each containing ;I mmmm ‘
20 nodes. l “mmwm ‘

A. Bivariate Gaussian distribution
to Gaussian copula with uniform
marginals

Graph structure

4
(I,y) ~ N(/l,, 2)7“ = (070)72171 = 1721’9 = g

4
- (z,y) ~ GC: ZI,I = 172179 = g

o =) = = £ DA
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Results

Detection
Scenario Detector delay (std) AUC (std) Precision
OCKG o = 0.1 || 12626 (11.95)  0.89 (0.05) 1.00
Experiment |.A OCKG a = 0.5 129.67 (11.37 0.85 (0.06) 0.98

n =125 Pool & = 0.1 123.72 (24.08
Pool @ = 0.5 131.90 (21.02

Nougat 146.50 (70.74

OCKG o = 0.1 25272 (14.82 0.93 (0.03) 1.00

Experiment |.A OCKG @ = 0.5 251.31 (21.82 0.89 (0.04) 0.98

)
) 0.82(0.05) 0.58
)
)
;
n =250 Pool v = 0.1 || 249.54 (2520)  0.86 (0.04) 0.92
)
)
)
)
)
)
)

0.80 (0.05) 0.80
0.56 (0.22) 0.12

Pool @ = 0.5 24532 (22.20 0.87 (0.04) 0.94

Nougat || 273.50 (96.59)  0.67 (0.19) 0.20

OCKG a = 0.1 || 502.70  (6.49) _ 0.99 (0.00) 1.00

Experiment I.A OCKG a = 0.5 500.84  (5.15 0.99 (0.00) 1.00
n = 500 Pool a = 0.1 || 506.20 (18.31) 0.9 (0.00) 1.00
Pool a = 05 || 501.90 (7.86) 0.9 (0.00) 1.00

Nougat 576.86 (129.27 0.66 (0.20) 0.74

=] F = E DA
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Experiment |.B

. Time-series with change-point
I. Changes in node clusters ge-p

Stochastic Block Model with 4 A
clusters, C1,...,C4, each containing l memm ‘

20 nodes. l ‘
B
B. Change in the covariance l WWW ‘

matrix or mean vector of bivariate

Gaussian distribution Graph structure
B =1(0,0),31,2 = % = p=(0,0),%1 =31 ifC1
uw=1(0,0),3812=75 — p=(0,0),812=0 ifC2
p=1(0,0),S1,2 =32 p=(0,0),12=0 ifC3
p=10(0,0),S12=% — p=(1,1),812=4% ifC4

DA
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Results

Detection

Scenario Detector H delay (std) AUC (std) Precision
OCKG o = 0.1 25.04 (0.20) 0.99 (0.02) 1.00
Experiment |.B OCKG o = 0.5 25.06  (0.31) 0.98 (0.02) 1.00
n =25 Pool a = 0.1 2512 (0.48)  0.91 (0.05) 1.00
Pool a = 0.5 2502 (0.24)  0.96 (0.03) 1.00
Nougat 4068 (4.12) 076 (0.17) 1.00
OCKG o = 0.1 50.18  (0.55) 1.00 (0.00) 1.00
Experiment |.B OCKG o = 0.5 50.16  (0.54) 0.99 (0.01) 1.00
n = 50 Pool @ = 0.1 50.02 (0.32) 0.93 (0.06) 1.00
Pool o = 0.5 50.00  (0.20) 1.00 (0.00) 1.00
Nougat 6798 (7.63)  0.78 (0.17) 0.92
OCKG a = 0.1 || 10012 (0.47) _ 1.00 (0.00) 1.00
Experiment I.B OCKG a = 0.5 100.02  (0.14) 1.00 (0.00) 1.00
n =100 Pool o = 0.1 100.06  (0.24) 1.00 (0.01) 1.00
Pool a = 05 || 100.00 (0.00)  1.00 (0.00) 1.00
Nougat || 12423 (13.50)  0.88 (0.09) 1.00

o (=) = E E DA
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Experiment Il.A

Case Il. Changes in set of
connected nodes Time-series with change-point

Barabasi-Albert model with 100 I mm“mmm ‘
nodes. C' by selecting a node at :
random an k-hop. ?I wmwm

A.Shift in the mean on one of the

cluster components Graph structure
4 W
xvNN(/J,,E),/J:(0,0,0),21'71':1,21,2: 3723,1 =0 LN “. /Q':’
— 2y ~ N(11, %), 1 = (1,0,0) e j;/..‘/ 5,
4 L o LY
Ei,i = 1,21,2 = 572371 =0. ° Y

o =) = = £ DA
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Results

Detection

Scenario Detector H delay (std) AUC (std) Precision
OCKG o = 0.1 2544  (1.96) 0.97 (0.02) 1.00
Experiment LA OCKG a = 0.5 25.06  (1.34)  0.97 (0.02) 0.96
n =25 Pool a = 0.1 2451 (1.68)  0.91 (0.03) 0.82
Pool v = 0.5 24.44  (2.03)  0.93(0.02) 0.86
Nougat 3425 (13.80)  0.64 (0.17) 0.08
OCKG a = 0.1 50.38 (1.21) 0.99 (0.01) 1.00
Experiment LA OCKG a = 0.5 50.67  (1.48)  0.96 (0.04) 0.98
n =50 Pool a = 0.1 4855  (5.14)  0.91 (0.04) 0.98
Pool & = 0.5 4963  (2.38)  0.99 (0.01) 0.98
Nougat 77.84 (10.24) 075 (0.17) 0.76
OCKG a =01 || 10052 (1.25)  0.99 (0.00) 1.00
Experiment Il.A 100.16  (0.64) 1.00 (0.00) 1.00
n =100 00.86 (1.23)  0.99 (0.00) 1.00
10038 (1.01)  0.99 (0.00) 1.00
Nougat || 127.52 (13.87) 0.7 (0.16) 0.88

o (=) = E E DA
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Experiment I1.B

Case Il. Changes in set of . . . .
Time-series with change-point
connected nodes

Barabisi-Albert model with 100 W

nodes. C' by selecting a node at
random an k-hop.

Graph structure

. - i? ‘c;Jo
B. Change in probability law T Pk
2y~ N(0,1) — 2y~ U(=V3,V3) ifv e C. g
=] (=) = E £ DA
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Results

Detection

Scenario Detector delay (std) AUC (std) Precision
OCKG o = 0.1 || 12617 (9.91)  0.86 (0.04) 0.04
Experiment I1.B OCKG o 129.63 (16.66) 0.86 (0.04) 0.96
n =125 Pool a 130.05 (12.48)  0.79 (0.06) 0.88
Pool a = 0.5 || 133.64 (1557)  0.85 (0.05) 0.96
Nougat 146.08 (17.78)  0.54 (0.19) 0.26
OCKG oo = 0.1 249.96 (20.19)  0.96 (0.02) 1.00
Experiment 11.B 25112 (15.29)  0.88 (0.04) 1.00
n =250 ) 258,51 (12.18)  0.92 (0.03) 0.98
Pool a = 0.5 || 25458 (19.09)  0.88 (0.04) 1.00
Nougat 331.00 (121.15)  0.49 (0.17) 0.34
OCKG o = 0.1 49870  (8.88) 1.00 (0.00) 1.00
Experiment I1.B 500.00 (1.80)  1.00 (0.00) 1.00
n =500 497.94 (15.47) 1.00 (0.00) 1.00
500.12  (2.28) 1.00 (0.00) 1.00
52086 (68.53)  0.39 (0.16) 0.98

=] F = E DA
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Conclusions

» OCKG and Pool have the best
performance. Nougat induces Nougat

noise by the stochastic-gradient .
descent strategy. ” AMWMMW

» The window size n induces a
bias for all the methods.

Detection time 7 = 7 + n. : MNAWW\‘NM/‘”V’W
1
2 1

» OCKG performs better than Pool

when the window size is smaller. OCKG
Lower detection delay. WWWWW
1
> OCKG generates cleaner node -t o T A o
level-scores.
=} = = = = A



Open questions

» Lack of real-examples in the literature.

> Lack of theoretical guarantees to relate the choice of 1 and false
alarms in LRE-based methods.

> The hypothesis of synchronicity of node-level change-points is not
satisfied for many applications.

o = = = DA
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Preprints

Further details:

> de la Concha, A., Kalogeratos, A., Vayatis, N. (2022). Collaborative
likelihood-ratio estimation over graphs (Version 1). arXiv.
> de la Concha, A., Kalogeratos, A., Vayatis, N. (2023). Online

Centralized Non-parametric Change-point Detection via Graph-based
Likelihood-ratio Estimation. arXiv.

=] F = E DA
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https://doi.org/10.48550/arxiv.2205.14461
https://doi.org/10.48550/arxiv.2301.03011

Thank you

o = = E = 9acn
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